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1. Term Definition

The following content involves the print or Network-related terminology; in order to avoid confusion,
describe these Definitions here.

Print server Refers to the computer installed on Windows
2003/7/2008/2012, Shared printers and provided user services.
The following document, sometimes in order to emphasize the
difference between the print server and Hardware, also known
as the Windows print server.

The outer print A small hardware, can convert one or several parallel port, USB

server port to connect directly to a printer on the network equipment.
For example: HP Jetdirect 500x.

Network printer The built-in network interface directly connected to the printer

(hardware) on a LAN; Through external print servers connected to LPT,

USB printer interface, also known as network printers.
Traditional printer Usually refers to the LPT, USB printer;The printer must be

(hardware) connected to a computer to print.
Network printing Each customer establishment based on TCP/IP port with local
method printer to print to the network printer type. This way of printing
doesn’t need to have a dedicated computer as a print server.
Shared printing Refers to each customer to print by connecting the Printer
method which shared printer for printing type in Windows server. This
way, there must be a dedicated computer as a print server.
Active directory The information stored on the object of the network and make
domain these information can be used for users and network

administrators. Allow Internet users access to any position on
the network with a single login process which allows access to
resources.

This document applies to V4.0 PrintUsage print monitoring system V4.0 standard and V4.0
enterprise edition. The following content most are suitable for the two versions. Enterprise edition content
will be labeled "(enterprise edition only)".
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2. Product Overview

2.1 Product Main function

Monitor print behavior and record to the log.

® Records each print servers, printers, document name, the user, computer, print the number of bytes,
print pages, paper size, printing time, color, printing costs, etc.

Save Print contents and reprint (enterprise edition only)

® [f use the PrintUsage Universal Driver for deployment, user can-print and save with any printers, and
view all print content.

® |f use the printer manufacturer specific drivers for deployment, user can save the print content and
refer any time(Support the printer languages PCL, PostScript, EMF, and XPS)

® Choose to save printer’s printing content and converted the resolution of the images. Set up for some
users and not to save the print contents.

Print content retrieval(enterprise edition only)

® Use PrintUsage generic driver can extract the part of the text in the Print content.(Note: cannot
extract text contained in images).

Force headers, watermarks(enterprise edition only)

® Use PrintUsage generic driver, user can add headers, watermarks, two-dimensional code, Bar/2D
code,and others in the Print contents.

® For non PrintUsage part of the printer driver can also add headers, but need according to the actual
printer test.

Print billing and Control

® Can be in accordance with the printer, paper, size, color/black and white, single/Duplex side,
print/copy/scan/fax respectively set the unit price per page.

® User quota as the main form of cost control, and set fixed quotas, unlimited quota, and
according to the year, quarter, month, week, day printing quota.

® From the time, file type, users and many others to print control.

Statement Analysis

@ Seven categories of the default report type, from usage, printing costs, printing load and
many others provide report with pictures.
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Swipe and Print(Extended functions can be purchased separately)

® Support EMID, IC, HID and other smart cards, for user's print jobs, after swiping through
certification output the papers.

Swipe and Print version upgrade(Extension function, buy separately)

® Realize the user print from a driver on the same brands and models of printers out of paper
Roaming print(Extension function, buy separately)

® User from a driver to print, and choose any type of printer out of papers. Achieve follow Me Print.
Manually Audited(Extension function, buy separately)

® [or some sensitive job or a printer or department personnel, can force to achieve print job manual
review. All work must be released after the audit to print.

Client Audit(Extension function, buy separately)

® [For some use public print terminal or print environment not well definition print personnel, provides
a way of cost allocation.

Multi-function equipment management

For Toshiba, Kyocera, Sharp MFP, to carry on the function, cost controls.
Printing Counterfoil of traceability, copy Counterfoil, scan, and fax record.
Manually Audited.

Scan to me.

Automatic registration card number

2.2 Product features

save the print content

® Preserved the entire contents of each print job as Tiff image formats,Can view the Web
Page(Enterprise edition only).

Web Page management
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@ System management and view reports in Web page in each networked computer any time,don't need
to install any client application.

® To set a number of different roles and permission administrators, realize multi-level
management(Enterprise edition only)

® System only needs to install on the server, to print the client completely transparent, has no effect on
the users’ printed.

® The user can check user account information via the Web Page and print history.

Centralized management, centralized authentication billing

® As many printers can be incorporated into the management, realize the centralized management,
centralized authentication billing, convenient for the users to print resources centralized management
and cost control.

Rich Web statements

® Inany on a networked computer via a Web page can check the report at any time; don't need to
install any client application.

® Seven categories of the default report type, from usage, printing costs, and print the load, provide

report with pictures.

Advanced reporting capabilities, to provide maximum flexibility.

® Support will export a report to Excel format.

Flexible authentication billing model

® Two authentication modes according to the user name or computer name, domain or local area

network (LAN) peer-to-peer network model can be a good support.

Support multiple domain user account to import and unified accounting certification.

® Support for different type of papers, color/black and white, single/Duplex printing, using a different
billing rates.

@ Support according to the year, quarter, month, week, day, and a fixed value set user print quotas.

Structure is reasonable, the implementation of flexible, easy to extend.

® By site management, central database and monitoring service of three modules, as well as
stand-alone installation can also be distributed deployment, meet the application requirements of
different size.

Support a variety of database types, meet different application requirements

® Support MS Access, MS SQL Server and MySQL, user can switch at any time and transplantation
according to need.
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® MS SQL SERVER recommended.
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3. Product architecture

3.1 The main modules

The name of the
module

Belongs install module

The main role

Web site
management

Maintenance tools

The Schedule
service

The central database

The management
server

Realize the centralized
configuration, management, view
reports and print contents, etc.

The migration between different
databases, the user account and
AD account synchronization, will
install with Web site management

Provide a distributed installation
print server database configuration,
synchronous clock, monitoring of
authorization, perform regular
tasks

Record print log information and
configuration information (not
stored print content)

Print monitoring
service

The HTTP service

The Print server

Records, control of print, save
print contents, distribution
installed on each print server. Print
content files stored in each print
server

Provide print content view, reprint
the document, auxiliary
management and distributed
coordination, with print monitoring
service installed on each print
server
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3.2 General framework schematically

Web Service

Maintenance Tools
App Service

Web site managem

anage Users

L
Print content
caching

Database

Print Users

Print contents schedule ll Print server N
Reprint requests Printer
P q Print contents schedul

P Reprint requests Monitoring Service
& \
Print server 2

Printer
Http Service
Print content

storage area

1/- Print server 1

[
Printer

| /
Http Service
Print content

storage area

Monitoring Service

Print content
storage area

Maonitoring Service |

® PrintUsage deployment method scalability is very strong, all modules can be installed on a server,

can adapt to the distributed installation, and depends entirely on the customer's existing environment

and application requirements.

The central database and Web management only need to install once.

@ Print monitoring service and HTTP service according to the need, install each connection has a
printer on the print server.

@ Print users and manage client don't need to install any of the PrintUsage module.

4. System operation requirements

4.1 Overview

PrintUsage is flexible print monitoring solution, operation requirements according to print volume,
the number of servers and performance requirements of different to change.
PrintUsage system environment:

Operating System Windows 2003/ 7 / 2008 / 2012 32 bit or 64 bit
Database SQL Server 2000 SP4/ 2005/2008/2012
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11S 6.0/ 7.0(7.0 need to install the 11S 6.0 compatible

Web server
management)

4.2 The recommended configuration

The database server(1)

Hardware:P4 2.0G CPU,512M RAM,5G hard disk space (Can be shared with management server)
The operating system: Windows Server 2003/ 2008

Database management systems and components:

MS SQL SERVER:Microsoft SQL Server 2000 SP4,2005/2008/2012.

The management server(1)

Hardware:P4 2.0G CPU,512M RAM,5G hard disk space(Can be Shared with the database server)

The operating system:Windows Server 2003/ 2008,11S 6.0,If this is the 1IS 7.0 or higher need to
install the 11S 6.0 compatible console.

The Print server (1 or more)
Hardware: P4 2.0G CPU, 512M RAM, 20G The above free hard drive space
The operating system: Windows Server 2003/ 2008

Recommend operating system is Windows 2008 server.

Client

Hardware: Anything that can run Windows client

Software: Print customer-without any special requirements, as long as the Windows client can print
to the Shared printer

Manage customer-IE Windows client or Firefox 8.0 more than 20.
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5. Printer compatibility

Common tasks Monitoring: Support for all supported Windows 2003/7/2008/2012 printers, including
one machine or plotter.
W Part of Epson Stylus series printer quota control function is invalid.
W Support all the monitored task of paper types, color, black and white, Single-Duplex and other
property records accurate.
Content is saved as image format:
® If using the original drive deployment,Support PCL and PostScript language driver printers. At
present, HP, Lexmark, Xerox, Samsung, Sharp, Ricoh series of laser printer can be the perfectly
supported. If printer not any brand above, or is not a laser printer or USB interface, may not
support saving the Print content.
® If Use the PrintUsage generic driver deployment, support all brands equipment output and print
the content view. Save content as reprint file format:
Support various types of printers, in addition to the part of the Epson printer series.
® Special note: not all printers can save the content, usually PS, PCL5e, PCL6; EMF driver can
analyze its content, etc. But not all, please refer to our actual test
® If user has any special request on the printing contents, please use PrintUsage generic driver.
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6. Deployment Planning

6.1 Printing method

6.1.1 The company'’s existing print mode

At present the company printing, is through one of the following three ways, or their combinations:

(1) Network Printer - network print methods

Each print client establishes based on TCP / IP port of a local printer to print to the network printer.
This way of printing doesn’t need a dedicated computer as a print server.

(2) network printer - Shared print method

In a dedicated Windows server, install local printer based on TCP/IP port, and share, to provide
printing services. This way requires more use of a computer, but some managerial functions, the network
cannot replace the print way.

(3) Traditional printer— Shared print method

Use department server or someone working machine, connect the LTP or USB printer and share, to
provide the department or the nearest office users to print. This is the most convenient and flexible way,
but is difficult to print management.

6.1.2 PrintUsage printing method

PrintUsage can be monitored in the printing way@(@),does not support (D. Does not support network
printing,Does not mean that a network printer cannot use PrintUsage monitoring, as long as converted
into the shared print mode, can realize perfect monitoring, the following will introduce how to remodel.

6.1.2.1 Transform the network print way for sharing printing

If user wants to deploy PrintUsage, need to change the network printing to share printing, the

specific approach is:

(1) Use one (or more) dedicated computer (A PC also can be A Server), install local printer based
on TCP/IP port, and Shared out, as a print server, and installed the PrintUsage on these
computers.

(2) Each client to delete the original TCP/IP port printer, to connect the Shared printer for printing
on the print server.

(3) With this transformation, printed data streams through have been installed the PrintUsage
computer, so it can achieve the print task of monitoring and controlling

(4) But after doing this, someone who has a technical basis, can still through the creation of TCP/IP
port local printer to print, data flow without through print server, sent directly to the network
printer, thus bypassing the monitoring. So, need to network printer or set on the outer print
server, only allow IP connection from the print server, IP connection from the client is not
allowed.
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6.2 Authentication mode

PrintUsage is a full print billing system, the key for billing is to record each print is "who", playing
the "who" is the user authentication. PrintUsage provides two kinds of user authentication:

This way set the user name sent to the print job as a basis for billing and
control. If a user is logged on with a domain user account, then this is the
domain user name, otherwise the machine user name. This way is
PrintUsage default authentication way, also is the recommended way.
This way is suitable for "domain" or "active directory" network model.

According to the user
name authentication

In this mode, users use the username of the machine to login, but the local
login name on the print server and not recognized. Each print task is
recorded as "Guest" users to print, so the computer name is used for
printing the basis of billing and control. This way is suitable for peer to
peer network mode.

According to the
computer name
authentication

6.3 Selection database

PrintUsage currently supports three kinds of commonly used database. Select the database mainly
depends on the print size and print architecture, details in below table:

The database selection reference table

Type Instructions Suitable size Considered point
Access | Free file-type | Stand-alone installation | Free, simple installation, only Single
database Monthly print volume machine use
<5000 pages > 5000 record efficiency bottleneck
MSSQL | Large and Distributed installation Does not need to install any database
medium-sized | Monthly print volume connector on the print server
commercial <500000 pages Cost-effective, easy to use, easy to
database manage and maintain,
Stable performance
Recommended to use
MSDE Distributed installation Free, desktop version of MSSQL
Monthly print volume Management, backup slightly
<50000 pages inconvenient
MySQL | A free, open Distributed installation Free, when a small amount of data the
source of Monthly print volume efficiency is very high
small and <200000 pages Cross-platform ability
medium-sized Needs of each print server installation
database MyODBC
It is recommended to use MS SQL SERVER 2000 SP4 above. SQL SERVER EXPRESS is also
a good choice.

6.4 Storage space planning

PrintUsage mainly focused on two aspects to the demand of storage space:Database and print content
file(Enterprise edition only).

The database server:
Database is mainly used for storing print log and configuration information, print log grows along
with time. But each log takes up less than 1 k, the entire database in extreme cases, rarely more than 1 G.
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The management server:
Some pages files and temporary files, when viewing the print content cache files requires very little
hard disk space, 1 GB space which is enough.

The Print server:

(Enterprise edition only)Will save each print content and kept on each print server. Please note that
this feature, the requirement on the print server, according to the size of the print, planning and hard disk
space. Specific estimation methods are as follows:

Needed hard disk space=Monthly print volume* content should be preserved the months * number
of bytes each the saved file

When PrintUsage save printing content are images, will use the high compression ratio Tiff format
G4, precision can vary from 75 dpi to 600 dpi,Bytes per A4 print files from an average of 10 k to 200K,
depending on the printout and save the precision. The default resolution is 300 dpi, estimates of 30K per

page.

We assume that a print server, a monthly print volume 100,000 pages, need to save the contents of
three months, so
Need to hard disk space = (100 k/month) * (three month) * (30 K) = 9G

If PrintUsage saved reprint document options, reprint the document space is larger than the Tiff
format (its size depends on the content of the print documents and printer type ), the average per A4
printing reprint the document, usually ranging from dozens to hundreds of K, estimates desirable 100 K

per page.
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7. PrintUsage detailed installation instructions

7.1 Preparation of the installation

7.1.1 Uninstall previous PrintUsage version

Suggest uninstalling the old version or trial version before installing PrintUsage. The installers
itself also detects and automatically uninstall the existed PrintUsage. Uninstall program will retain
the original version of the database and print content file, the default is as follows:

1. If use Access database as the original version will stay file:C:\Program
Files\PrintUsage\Data\PrintUsage.mdb,this is the original version of the database..

2. Using MSSQL or MYSQL database on the database server.

3. Ifthe installation is the enterprise edition, save the file C: \ Program Files \ PrintUsage \ the
Content directory, this directly stored all the print Content files. For convenient upgrade in the
future, it is recommended that this directory will be set up in other place, do not set in under the
same directory of PrintUsage.

If user wants to keep the original data and print content files, please don't delete these files and
directories. When user install the new version, simply install into this directory can be covered(The
installer will prompt PrintUsage directory already exists, confirm to continue).

If user wants a fresh installation, no need to retain the original data, user can delete the C: \ Program
Files \ PrintUsage directory delete. If it is MSSQL or MYSQL database, can delete the PrintUsage
database in database manager.

7.1.2 Ensure that the used database server has been installed and running

Access: the installation package will automatically install.

MSSQL.: User should select user authentication mode as the "mixed mode" during installation, detail
info see” SQL Server installation considerations". Recommend to use: SQL SERVER, can also use SQL
SERVER EXPRESS.

7.1.3 Install the appropriate database provider

If user chooses to use the Access and MSSQL/MSDE, skip this step;
If user chooses to use MySQL, user need to install MyODBC, go to MySQL's official website free
download: http://dev.mysgl.com/downloads/.

7.1.4 Install 11S components

For Windows Server 2003 11S is installed by default for Windows 2003 Standard Edition, Enterprise
Edition, 7, 2008, the default is not installed; user needs to add I1S system components.

Noted that, after Windows 7.user need to install 11S6.0 Management Compatibility.

Note: If installed IIS in win7 and Win2008, after the installation is complete need to install 11S6 to

management compatibility and .NET Framework 3.5.1.User can in Start -> Control Panel ->

Page 16 Total 57


http://dev.mysql.com/downloads/

E( PRINTUSAGEPro

Enterprise 4.0 http://www.printusagepro.com

Programs -> Turn Windows features on or off to find them. Please ticked refer the below red draw
circle in turn then click the OK button to complete the installation of these components.

Windows Features = | |-
Turn Windows features on or off (7]

To turn a feature on, select its check box To turn a feature off, clear its check box, A filled box means that only part of the
feature is turned on.

= J Internet Information Services -
[] |, FTP Server
= ; Web Management Tools
, I56 Management Compatibility
, II5 Management Console
, IS Management Scripts and Tools
, 0I5 Management Service
= . World Wide Web Services
. Application Development Features
, Common HTTP Features
. Health and Diagnostics

. Performance Features
Security

|71 || Basic Authentication |

[7] . Client Certificate Mapping Authentication g
, Digest Authentication

[ . TS5 Client Certificate Mapping Authentication

[C] 1 1P Security

, Request Filtering

[] |, URL Authorization

|1¥] | Windows Authentication |
, Internet Information Services Hostable Web Core
, Media Features
; Microsoft MET Framework 3.5.1
, Microsoft Message Queue (MSMQ) Server
J Print and Document Services i

HEEHEBE

O = OO O = W E O

, Remnote Differential Compression

, RIP Listener

, Simple Metwork Management Protocol (SMMP)

J Simple TCPIP services (i.e. echo, daytime etc)

, Tablet PC Components

, Telnet Client -

(&3]

OK ] [ Cancel

Detailed installation steps, please see section "Frequently Asked Questions".

7.1.5 Adding firewall exception

If user have firewall and opened the firewall in system, please make sure that open the operating
system TCP80, 8100, 8200, 8090, 8200, 8082, 8300, 8600, UDP8600 port.

7.1.6 Preparations list

Preparations Annotation
Uninstall previous PrintUsage Uninstall PrintUsage previous versions or trial version
Make sure the used database has been Ensure that the database can be used normally
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installed and running successfully

Install the appropriate database provider

Database connection parts need database vendors
provide support program

Install 11S components

Win7 and Win2008 system need to install 11S 6
compatible management

Adding firewall exception

In operating system to ensure open the port such as
TCP80,8100,8200,ect

7.2 Start the installation

compuker,

(_,f:Prinl:UsagePrn 4.0 Enterprise 20140911 Setup - |EI|5|

Welcome to the PrintUsagePro 4.0
Enterprise 20140911 Setup Wizard

This wizard will guide vou through the installation of
PrintUsagePro 4.0 Enterprise 20140911,

It is recommended that vou close all okher applications

before starting Setup. This will make it possible to update
relevant syskem files without having to rebook vour

Click Mext ko conkinue,

Cancel |

Perform PrintUsage installation package, user must have this computer administrator privileges
before installation. It is strongly recommended before the installation continue please close other running
applications, so as to avoid conflict in the process of installation.
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=101 i

License Agreement
Please review the license terms before installing PrintUsagePro 4.0 Enterprise |'((’i
20140911,

Press Page Down ko see the rest of the agreement.

PROGRAM, ¥OU ARE ACCEPTING AND AGREEIMG TO THE TERMS OF THIS LICEMSE
AGREEMEMT. THIS LICEMNSE AGREEMENT REPRESEMTS THE ENMTIRE AGREEMEMT
COMNCERNIMG THE PROGRAM, BETWEEMN ¥OU AMND AMAR INFORMATION
TECHMOLOGIES, INC,, (REFERRED T A5 "W"), AMD IT SUPERSEDES ANY PRICR
PROPOSAL, REPRESEMTATION, OR UNMDERSTANDING BETWEEM THE PARTIES.

THE PROGRAM I3 COPYRIGHTED AMD LICEMSED (MOT SOLDY, BY PURCHASIMG THE ﬂ

1. License Grant, Licensor hereby grants to you, and wou accepk, a nonexclusive license
troise the nenararm in marhine-readable. abieck code Foem o onle. For nse onle A _I1|r

If wou accept the kerms of the agreement, click I Agree to continue, You must accept the
agreement to install PrintsagePro 4.0 Enterprise 20140911,

+ T accept the terms of the License &greement
I donat accept the terms of the License &greement

< Back I Mext = I Cancel

Read the license agreement please read the End User Software License Agreement carefully, user
must accept the agreement to continue the installation.

hibkp v, prinkUsagepro, com

ﬁ%PrintUsagEPru 4.0 Enterprise 20140911 Setup = |EI|£|

Choose Components
hoose which Features of PrintsagePro 4.0 Enterprise 20140911 wou want to install, |'(('ﬁ

Check the compaonents you wank toinstall and uncheck the components you don't want ba
install. Click Mext bo continue,

Select the type of install: Ll Thstallation

O, select Ehe Dptilﬂ_nl_c?lt PrintUsagePro Web Mana _E;;;Eit:f;ur e
companents ou wish ko . .
install: Print Service CvEr & Companent ko

see bs description.

Space reguired: 141.2ME

1| | B

hkkps f v, printusagepro. com

< Back I Mext = I Cancel

Select the components user want to install, user can install on the same server or choose distributed
installation. The following detailed explain the difference between different installation type.

7.2.1 Full Installation

Full installation method installs the printUsagePro web management and print server on the same
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computer. The following two cases, user should choose this kind of installation method:
1. Ifuser only have a print server, and just want to use the print server as the management server,
or just want to try out PrintUsage, should choose "full installation™.
2. This machine is one of the print servers, and user wants this server as management server.

Note: if user are the second condition, that is, if there are any other print server need to be installed, then
user cannot choose the Access database, only MSSQL, MSDE and MySQL database can be choose. If it
is the first kind of circumstance, user can choose any kind of support of the database.

7.2.2 Management Server Installation

ﬁz-_Prinl:UsagEPru 4.0 Enterprise 20140911 Setup - | I:Ilil

Choose Components
Choose which features of PrintUsagePro 4.0 Enterprise 20140911 vou want ko install, |'(f|’§

Check the components you wank ko install and uncheck the components you don't wank ko
install, Click Mext ko continue,

Select the type of install:

MManagement Server

— Descripkion
Pasition your mouse
over a component bo
seeits description,

Or, select the optional PrintlisagePro Weh Mana
components yvou wish ko [ ] Print Service
inskall:

Space reguired: 62,.6ME

1] | ©

hkkpe ) v, prinb LS a0 E0rD, com

< Back I Mexk = I Cancel

Management server installation, the management server is installed on a separate computer. The
computer is no longer used as print server. When deployed to print monitoring service, user only needs to
install a management server. During installation, the installation wizard will help user to create the
database structure and user accounts, such as initial setup configuration. After the management server
installation is complete, user also need to install at least one "print server” to make the system work
normally.

Note: The Management Server installation cannot select the Access database, MS SQLSERVER
and MySQL can only choose one of them The database server can use this machine also can be another
computer. The installer is only generate the PrintUsage data table structure, does not contain a database
management system itself.
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7.2.3 Print Service Installation

=101

Choose Components
Choose which features of PrintUsagePro 4.0 Enterprise 20140911 you want ko install, |(('i

Check the components wou want ko install and uncheck the components wou don't want ko
inskall, Click Mext bo continue,

Select the type of install: e erver Tnetllabon

: —Descripkion
Or, select Ehe ':'Pt":_'nlflt [ ] PrintUsagePro web Mana F‘l:usiti-:ui P
commpanents you wish o . .
install; Print Service OWET & Companent ko

see s descripkion,

Space required: 79,9ME

<] | B

hikkpe v, prinbUS a0eprD, com

< Back I Mexk = I Zancel

Print server installation, it will installed the print monitor in a separate computer. The print server to
accept the management server Unified management. After the installation complete, the print server will
explore to try to automatically find Management server through the network and connect with them.
Normal circumstances, after the installation completed no configuration needed to start print monitoring
service. If there is no automatic discovery management server, need to manually configure print
monitoring service, specific please refer to 7.3 for associated Settings.

Choosing components required to install, click next.

Micrasaft, Met Framewark 4.0 can nok find
Do ol wank to download ik

Provide Microsoft.Net Framework4.0 does not exist, user need to download and install it or directly
installing the downloaded components.
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{EPrintUsagEPru 4.0 Enterprise 20140911 Setup

Choose Install Location

Chioose the Folder in which ko install PrintJsagePro 4.0 Enterprise 20140911, |6"’i

il

Setup will install PrintUsagePra 4.0 Enterprise 20140911 in the Following Folder, Toinstall in a
different Folder, click Browse and select another folder. Click Install bo start the installation,

Destination Folder

IC:'I,F'rn:ngram FilesiPrintlsagePra

Browse, ..

Space reguired: 125,5ME
Space available: 1.6GE

hibEp s i, priNE LIS A0E0FD, COm

< Back I Inskall I Zancel

Choose the PrintUsage installation path, click install for the next step.
If the operating system is not installed VVC10, user need to install.

[¥]1 have read and accept the license terms.;

For more information, read the Data Collection Policy,

3] (]

[]¥es, send information about my setup experiences to Microsoft Corporation,

Install ] [ Cancel

#. Microsoft Visual C++ 2010 x86 Redistributable Setup Lo |
Welcome to Microsoft Visual C++ 2010 x86 Redistributable Setup
Please, accept the license terms to continue. w
MICROSOFT SOFTWARE LICENSE TERMS m
MICROSOFT VISUAL C++ 2010 RUNTIME LIBRARIES -
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7.3 Relevant settings

7.3.1 Select Install License

f.z-_ PrintUsagePro Wizard M= B3 |
_-—

(‘ PrintUsagePro V4.0 Build20140911

)

v

License Setting

*' 20 Days Trial

Authorizes three printers to be monitored for 2 20 day evaluation period. After the 20 days, print jobs will still be
routed to the correct printers but the print monitoring service is disabled. Purchase a license code for
uninterrupted service.

" Authorized usage requires Reg code

Cancel Previous Mext

Trial user, please select "20 days trial ".Trial license can be fully functional trial 20 days, limit
monitoring three printers. After the trial expires, the print monitoring service will not start, but not affect
the user to print, just cannot catch a new print job. Web site management can still login and use normally.

After the official version of the user selected the "Authorized usage requires Reg code™ user need to
enter your registration code information, the installation program will automatically display the
registration number of the authorization information in the "licensed to" text box, in general, should be
your company's full name.

7.3.2 The database type selection and connection Settings

Choose what type of database, depending on the amount of data and application requirements, please
refers to 6.3 sections.

® Access type configuration
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= 3

=
f‘ PrintUsagePro V4.0 Build20140911

Database and Connection Settings

Flease select the database: Access, SQL Server 200020052008, Or MySQL 5.0,
You should enter the user name and password of database administrator,

Arcess j

Select Access only when:
The website manager and print monitoring service are installed on the same computer with a trial version.
Otherwise, please choose other databases, M550L recommended.

Cancel Previous

Access database does not require any configuration, simply select "Microsoft Access 2000 / XP".
The installer will create an empty database named PrintUsage.mdb in a subdirectory under the installation
directory of Data.

® MSSQL/MSDE Configuration
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-f.z-_ PrintUsagePro Wizard M= B3 |

——
-

(‘ PrintUsagePro V4.0 Build20140911

A

v

Database and Connection Settings

Flease select the database: Access, SQL Server 200020052008, Or MySQL 5.0,
You should enter the user name and password of database administrator,

Microsoft Sgl Server j

Server Name I

Usemame I

Pazsword I

Test Connection |

Cancel Previous | Mext |

MS SQL Server 2000 SP4/ 2005,SQL SERVER EXPRESS database need to select "Microsoft SQL
Server". Server name is the installed MS SQLSERVER computer name or IP address (strongly
recommend the use of IP address) corresponding to the instance name. Username server has an account
on the SQL Server database administrator privileges, normally use "sa".(If user can't use "sa", at least
need a privileges to create database login account)Here is not a Windows account. Password is the SQL
login account password, pay attention to the case.

When Input is completed, click on the "Test Connection" button, if test passed, then click "next". If
the test fails, please make sure the inputs are correct, and MSSQL service is running. If the input is
computer name, user needs to ensure that the computer name can be parsing correctly.
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_ o] x|
r' -
Lf(i PrintUsagePro V4.0 Build20140911
Database and Connection Settings
Pleasz select the database: Access, SQL Sarver 200020052008, Or MysQL 5.0,
You should enter the ussr name and password of database administrator,
H
Microsoft Sql Server j Conneckion success!
&n existing data found, please select install mode! C Create (5 Update
Server Name | 192.168.120.10
Username Isa
Password I PE———
Test Connection |
Cancel Previous Mext

No matter what type database used, if the installation program found the original database exists, it
will be prompted to select, prompts user to cover the original data. Select "Create", the installer will
delete the original database, a new installation. If user selects "Update", the system will retain the original
data. If the original data is the structure of the old version, the installation program will automatically
upgrade to the latest version, and data will not lost.

After select "Update", because the user data, such as configuration information is already in the

database, unless user need to modify, otherwise in the installation wizard steps, such as import users, set
the default value can choose to skip.
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7.3.3 Select Web server
=0 =]

% Caszini

Port | 8090

s

Virtual Directory | PrintUsage

Cancel Previous

The default is Cassini, if need to use IS for deployment, please see 7.1.4 section.
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7.3.4 Printer Server settings

& 3

~
LG" PrintUsagePro V4.0 Build20140911

Print Sarver Settings

Manager Center Port Iaaﬂﬂ

Data Server that record print detail job information.

Marmal Print Senver Port Iauaz

Mormal print monitor service that use Raw protocal for printing.

Advanced Print Server Port Iaﬂa]

Advanced print monitor service that use LPD protocol for printing.

Hittp Server Port Ialﬂﬂ

Http Server that monitor print monitor services,

Cancel Previous

Please ensure that the firewall settings are correct when users configure the port, and these ports
can be monitored normally.
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7.3.5 Select Print Content save Path

=101 x|

’(;i PrintUsagePro V4.0 Build20140911

C:\Program Filzs\PrintUsagePro\content Browse |

Cancel Previous
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7.3.6 Configuration item overview

=101 =]

Ff PrintUsagePro V4.0 Build20140911

Finish Setup Wizard

Wizard Settings Result:

— Cost of black and white printing = $0.1, color 50,5

Unlimited guota and default quota for each user = $100

— Login account for the website management is "admin" with a blank password
— Using Cassini as Webh Server

Click Finish to complete the wizard

Cancel Previous
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7.3.7 User import tool

% Usernfolmport l = —Eh]
—

(fi User information import

_____________________________________________________________________________________________

Select Import Mode

@ Domain or Computer mode

| need import CardID
Property Name of Card|D:

AuthMode
@ ser Computer
| Ipdate Exist User
Yes @ No

Import User Information From File

Import User Information From Database

| Exite) | | Newiny |

L

Authentication mode selection: Refer to 6.2 section;Basic rule is domain or active directory, select
"Domain or a Computer mode", choose AuthMode as "User"; Peer-to-peer network working group,
choose AuthMode as "Computer".

Select the user authentication, the default will be imported to user groups and user account from the
active directory.

Select the Computer authentication,Installer will traverse of all working group on the net, the
workgroup name as user group name, set computer name as the user account import to the system. Note:
only opened machine computer can be imported. No imported computer, after the installation is complete,
In Web management site can manually to add.

Select the "user authentication”, the default from activities also can import from a file, the file format
support XLS, XLSX, CSV, TXT, the format of the file needs to be a line, each user account to allow user
id, user name, User Full Name,user groups, card number, email address five field, field between half
Angle in English ", "catalog segmentation into user groups and user account. Here is an example:

Tom, Tom Cruse, Personnel Department, 123456, Tom_ Cruse@printusage.com
Jean, Jean Leo, sales Department, 654321, Jean_ Leo @printusage.com
Jack, Jack Hanks, sales Department,555555,Jack_Hanks@printusage.com
After such a TXT or CSV file to import, the system will be established two user groups the personnel
and sales departments, Zhang, Wang, Li three user, Zhang belongs to the personnel department, Li and
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Wang belongs to the sales department. This way very suitable for when the domain of grouping and cost
accounting group without corresponding, can export account from personnel system or the management
system and import into the PrintUsage.

In addition, the import tool also supports importing from a database; currently supported database
type is Access, SQL Server.

7.3.7.1 Basic Settings

"Whether to update existing users",select "Update" 4 user attributes as card number, email address
information is consistent with the data source; If choose "no update™, User attributes the card number,
email address information remains the same. Worth mentioning is that whether-choose update user
group or not, will be consistent with the current data source.

7.3.7.2 From Domain or Computer

"I need to import the card number", memory card number by a field from the domain import into the
database, fill the corresponding field name in "card corresponding attribute name."

1)OU Mode:According to the domain organization unit  imported

:ﬂ:.' Usernfolmport I. —_ &]

g.‘ User information import

_____________________________________________________________________________________________

Mode Selection

@ QU Mode (From Domain)
[T]Whether to import the subdomain data

_! NT Group Mode (From Domain or Computer)

_! Mixed Mode { Domain OU & NT Group)

| Exite) | | Previoius(®) | | Nexin) |

\ |

"Whether to open the automatic synchronization", checked open.

. T—
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"Auto sync interval time setting", Can follow the daily / weekly / monthly / quarterly / annual user
synchronization. If the selected day, expressed next morning to start the synchronization, the synchronization
time can be set in the configuration file.

"Synchronous method "expressed the increment based on the data source added, PU database also increased,;
Delete the data source, PU database unchanged. Based on the difference, said data source increased, PU
database also increased; data sources deleted, PU database corresponding deleted.

?1.: Usernfolmport I. = ﬂh]

_____________________________________________________________________________________________

Auto synchronize on

Auto synchronize period setting: | Monthly b
Basze On
) Increment @ Difference
| ExittE) | | Previoius(®) | | Nexin) |

Select the root node, select only after load the root node and it’s all subgroups, click next after selection.
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) ]
% User information import E@g

:—((i User information import

Select the group to be imported

=1 ]admin
[V]FIM

L JHR
-[¥|Engineering
- EIT b
~[]PM
=-[¥|Production

[] Invake Multiple Group Function

b

m

~[|Purchasing
Wl[ale]

Load Ol Group Successfully!

| ExitE) | | Previoius(P) | | NextN) |

Confirm that user needs to import the user group, click next.
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— .
"% User information import ‘ :l E@g

r(fi User information import

Selected group(s) to be imported

[¥IHR
----- [¥|Engineering

= [¥IProduction

Loading user group...

| ExittE) | | Previoius(P) | | NextN) |

(5 -

Choose the required import users, click next after confirmation.
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:é.' Userdnfolmport

:.IEI$|

-
r((i User information import

Selectthe Userto be imported

=-[admin

=-ZIFIN
-.[alane
[¥]alina
-[#langela
[ betty
[ christine
[ cindy

- [¥|ciz=i
[ Jljenny
-[¥]lena

[ vivian
~[Flwinni
=-[¥|HR

[ »

m

| ExittE) | | Previoius(P) | | import) |

Click Import to perform operations.

2)NT mode:NT Group the local account imported

Generally applicable to the environment without using a domain account to deploy. Click next to

synchronize settings page.

"Whether to open the automatic synchronization", checked open.

"Auto sync interval time setting", can follow the daily / weekly / monthly / quarterly / annual user
synchronization. If the selected day, expressed next morning to start the synchronization, the
synchronization time can be set in the configuration file. If the selected month, expressed early morning
start on the 1st of the month, the synchronization time can be set in the configuration file.

"Synchronous method "expressed the increment based on the data source added, PU database also
increased; Delete the data source, PU database unchanged. Based on the difference, said data source
increased, PU database also increased; data sources deleted, PU database corresponding deleted.
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rﬁi Usernfolmport = —

r((i User information import

Auto synchronize on
Auto synchronize peried setting: Maonthiy -
Baze On
) Increment @ Difference

EtE) | [ Previoius(F) | [ Nexiit) |

Select the groups need to be imported.
i

rﬁi User informaticn import Elﬂlg

:-((i User information import

Selectthe group to be imported

Group Group

Performance Monitor Users P
Pre-Windows 2000 Compatible & = Print Operators
RAS and IAS Servers

Read-only Domain Controllers

I

-
Remote Desltop Users

Replicator

I

Schema Admins -
Server Operators

Terminal Server Computers |E|
Terminal Server License Servers

sers

1| 1] [ 3 1 | 1] [ 3

Load NT Group Successfully! Exit(E) ] [ Previoius(P) ] [ Next(N)
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Click next to import users.

& Usernfolmport ENENT

:—((j User information import

Select the User to be imported

UzerMame  Full Name Group Llser Mame  Full Name Group
cherry Cherry P
connie Connie PM

emma Emma PM
henry Henry P

=2 jeff Jeff PM

joey Joey PM

o P e
tim Tim P

o th Tk PM

vicky Vicky PM

4 1] 3 1| 1] [ 3

| | ExtE) | | Previoius(P) | | import) |

Click Import to complete the operation.

7.3.7.3 File Import

Current document does not support automatic synchronization.
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& UserInfolmport Ly ey 9 B C=NES X |

<
r(ri User information import

_____________________________________________________________________________________________

Auto synchromize on

Auto synchronize period setting:

Increment (@ Difference

[ Ext(E) | | Previoius(P) | | MNewti) |

Load documents required to import and select the appropriate field name.

File Edit Format View Help

UserName,UserFullName,GroupName,UsereEmail,CardID
Tom,Tom Cruse,HR,Tom_Cruse@printusage.com,12345678
Jean,Jean Leo,Sales,Jean_Leo@printusage.com,87654321
Jack,Jack Hanks,HQ,Jack_Hanks@printusage.com,55555555
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e

?“'-I- Userdnfolmport -_

—
r((i User information import

_____________________________________________________________________________________________

UserNiame: | Userhame v
UserFullName: | UserFulName -|
GroupName: | GroupName -
Email Address: | UserEmai -]
Card ID: | CardiD n

Select file to import

File Path: E\Userinfo it

[ Exit(E) ][ Previgius(F) ][ Import{[) ]

Click Import to complete the operation.

7.3.7.4 Database Import
"Whether to open the automatic synchronization", checked open

"Auto sync interval time setting", user can follow the daily / weekly / monthly / quarterly / annual
user synchronization. If the selected day, expressed next morning to start the synchronization, the
synchronization time can be set in the configuration file. If the selected month, expressed early morning
start on the 1st of the month, the synchronization time can be set in the configuration file.

"Synchronous method "expressed the increment based on the data source added, PU database also
increased; Delete the data source, PU database unchanged. Based on the difference, said data source
increased, PU database also increased; data sources deleted, PU database corresponding deleted.
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rﬁi Usernfolmport

Ve
¢

Setthe Synchronize Mode

1
I
1
\

(i User information import

Auto synchronize on
Auto synchronize period setting: | Monthly b
Basze On
) Increment @ Difference

| ExittE) | | Previoius(®) | | Nexin) |

Set the database connection and configure the appropriate fields.
:—ﬁ,.' Userlnfolmpaort ﬂ
—
=
L(i User information import
Import User Information From Database 1
TOser information T
UserMame: [UserName v] Full Name: [FuIIName .,]
Grouphiame: | Groues -] CardD. Card -]
Email Address: [EME'“ vl
Data Source
Databaze Type: ’Mic:msoﬂ S0L Server - Table: [USEFUST s
]
Server name 152.168.120.10 Database Port
User Name sa Bas=wond Ty
Database Print Llsage [] Windows Authentication i
[ Exit(E) ] [ Previoius(F) ] [ Import(]) ]

-
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Click import button to complete.

7.4 Complete the installation

PrintUsage related services will start automatically after the installation complete, and PrintUsage
have successfully installed on your server.

8. Frequently Asked Questions

8.1 Configuration PRINTUSAGE in lIs 6

8.1.1 Install 11S

5

Windows Components Wizard

Windows Components
You can add or remove components of Windows,

To add or remove a component, click the checkbox, A shaded box means that only
part of the component will be ingtalled. To see what'z included in a component, click

Detailz.

Components:

ﬁ |nternet Explorer Enhanced Securnty Configuration 0.0mMEe ;I
[ gg] M anagerment and Monitoring Tools 10.8 MEB

[ <> Microzoft MET Framework 2.0 150.0M8 —
[] S99 Metworking Services 27 MB

1 2= Nther Metwnrk File and Print Services F4mR T

Dezcription:  Includes Windows dcceszones and Utilities for pour computer,

Total disk zpace required: 4 0B Details |
Space available on dizk: 20475.3 ME —

¢ Back I Mest » I Cancel | Helm |
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% Add or Renpaxe Deog

Windows Components Wizard

Windows Components
You can add or remove components of Windows.

To add or remove a component, click the checkbox. & thaded box meansz that anly
part of the component will be installed. To zee what's included in a compaonent, click

Details.

LComponents:

.-“-‘-.u:u:essu:uries and Utilities 43 ME =
O <> Active Directony Services 1E6.7 MB

& fpplic - 34.4 MEB
[] [B8 Certificate Services 1.5 MB
1 (& Miztribusted File Sushem MnikMR j

Dezcription:  Includes ASP.MET, Internet Infarmation Services [115], and the
Application Server Conzole.

Total dizk zpace required: 14.8 MB
Space available on disk: 25474 5 MB
¢ Back | Mewut » | Cancel Help |

% Add or Rerpasebeoogsan

ows Components Wizard
Application Server |-

To add or remove a component, click the check box. & shaded box means that only part
of the companent will be installed. To zee what's included in a component, click Details.

Subcompaonents of Application Server:

Bﬁj Application Server Conzole 0.0 B ﬂ
[ s ASPNET 0.0 MB
@ Enable network COM+ access 0.0MB
[ @ Enable network, DTC access nomMe

] Internet Information Services [115] 274 ME
[ = Meszage Queuing 7.0ME

[

Descrption: 115 Includes Web, FTF, SMTF, and HMMTP support, along with suppaort
for FrontPage Server Extenzions and Active Server Pages [45F).

Total disk space required: 14.8 MB Details |
Space available on disk: 28474 5 ME I
] I Cancel |
< Back | Heut » | Cancel | Help |

8.1.2 Enable ASP.NET in Ils
In Windows 2003 enable ASP.NET
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t Internet Information Services (IIS) Manager M=l B3
":g File Action Yiew ‘Window Help | - IE Izl

€5 | B0 EFRR[E2ME 2| =

P.Q Internet Information Services . Web Service Extensions
(=8 PRIMTUSAGE (lacal camputer)

-+__J Application Pools

| ‘Web Service Extension 7 Skatus |

B ieh Sites ] B Active Server Pages Allowed
EI--‘Q D.Efimt ;Wleb Stte Al “@ Al Urknown CGEI Exkensions Allowed
‘f.’ alon —_— All Unknown 1SAPT Extensions Allowed
- ;Dr:lt:rnt Prohibit ASPNET v2,0,50727 fllowed

< EWE Propetties ASPMET v4.0,30319 _ Prahibited
§ MSMG - CAWINDOWSsystem32YMOISE. DLL Allowed
‘f-’ 05k @ Internet Data Conneckor Allawed
z Fhoenixweb Tasks B Server Side Includes Allowed
[ aspnet_client B WebDay Allowed

[ __J web Service Extensions

I 1dd & new Yeb service extensian...

I lows all Web service extensions for a
specific application...

I prohibit all Web service extensions

@ Open Help

Extended 4 Standard 7

8.1.3 Creating virtual directory

T Internet Information Services (115) Manager =100 =l

":g File  Action  Wiew Window  Help | _|E’|5|
&= A@EXEFRDR 2ME 2] ) =

-iil Inkernet Information Services | Mame | path | status

(=4, BLAIRCYY {local computer) | | | iisstart.htrn

__J Application Poals |=] pagerrar.aif
_J Web Sites

e | Wb Service Ext Explore
Open

Perrnissions
Browse

atark
Stop
Pause

web Site...
all Tasks 4 web Site (From Filg). ..
Wirtual O

Wiew 4

_ Wirtwal Directary (From File), ..
Mew Window from Here

Delete
Rename
Refresh

g I Export List... I _'I
|Create new \Webh Yirkual Direc . | |
Properties
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| virtual Directory Creation Wizard 3 x|

¥irtual Directory Alias
Specify a short name, or alias, for this virtual directory.

Type the alias you want to use to gain access to this Web virtual directory. Use the
same haming conventions that you would for naming a directory.

Alias:

PrintUsage

< Back | Next > I Cancel |

¥irtual Directory Creation Wizard N _)Q

Web Site Content Directory
Where is the content you want to publish on the Web site?

Enter the path to the directory that contains the content for this Web site.

Path:

C:\Program Files\PrintUsagePro\avalon Browse... |

Cancel I
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Yirtual Directory Creation Wizard )

Virtual Directory Access Permissions

Set the access permissions for this virtual directory.

X

&

Allow the following permissions:

[V BRead
IV Run scripts [such as ASP)
" Execute (such as IS4PI applications or CGI)

[~ Browse

To complete the wizard, click Next .

¢ Back | Next > I

Cancel

8.1.4 Configuration Properties

£e

W =
) App_G Explore :
) App_T Open

~_J bin Permissions

) Chart]  Browse

i) Clients

= Doy AlTasks

QW -

- Export ey L
) Group New Window From Here

~_J Help

) Home  Delete

~_) Image  Refresh
43S Export List...
~_J Lexma
~_J Log
_J Oplior Help

B S s

Properties

Page 46 Total 57



§ PRINTUSAGEPro

Enterprise 4.0 http://www.printusagepro.com

PrintUsage Properties 21 x|

HTTP Headers I Custom Errors I ASP.NET
Virtual Directory | Documents | Directory Security

The content For this resource should come from:

" & share located on another computer
" A redirection to a URL

Local path: |C:'1,Program Files\PrintUsagePro\Avalon Browse. .. I
I Script source access [V Log visits

[V Read [v Index this resource

vV write

I Directory browsing

Application settings

Application name: IPrintUsage Remove I
Starting point: <Default Web Site=\Print...

Configuration... I
Execute permissions: |Scripts only ZI
Application pool: |DefaultAppPooI LI Unload I

| QK I Cancel | Anply | Help |

Virtual Directory | Docurnents I Directory Security |
HTTP Headers I Custom Errors ASP.MET

Microsgft

A§P. net
ASP.NET version: [4.0.30319 |
Yirtual path: liPrintUsage
File location: IC:\Program Files\PrintUsageProlAvaloniweb.col
File creation date: |2014-9-11 10:17:56
File last modified: |2014'9-11 10:17:58|

Edit Configuration, ., I

[ ok | cancel apply | e |
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14
[+ _J Ap
+-_J Ap
&-1_J bir
E-_J Ck
E-_J Cli
#-1_J Cc
®-J Dc

Explore
Open
Permissions
Browse

New

All Tasks

8.2 Configuring PrintUsage in 11S7

8.2.1 Install 11S

For Windows Server 2003 1IS is installed by default for Windows 2003 Standard Edition, Enterprise
Edition, 7, 2008, the default is not installed; user needs to add I1S system components.

Noted that, Windows 7.user need to install 11S6.0 Management Compatibility.

Note: If installed IIS in win7 and Win2008, after the installation is complete need to install 11S6 to
management compatibility and .NET Framework 3.5.1.User can in Start -> Control Panel -> Programs ->
Turn Windows features on or off to find them. Please ticked refer the below red draw circle in turn then

click the OK button to complete the installation of these components.
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Windows Features E@ﬂ
Turn Windows features on or off (7]

To turn a feature on, select its check box To turn a feature off, clear its check box, A filled box means that only part of the
feature is turned on.

= [H | Internet Information Services -
[] |, FTP Server
= [# L Web Management Tools
, I56 Management Compatibility
, II5 Management Console

, IS Management Scripts and Tools

IS Management Service

|E| . Application Development Features

. Common HTTP Features

[E || Health and Diagnostics

[H | Performance Features

= & | Security

. Basic Authentication |

, Client Certificate Mapping Authentication
, Digest Authentication
) 15 Client Certificate Mapping Authentication
) 1P Security

, Request Filtering

, URL Authorization

|1¥] | Windows Authentication |

D!DD!DE

m

[] | Internet Information Services Hostable Web Core
| Media Features
[H | Microsoft MET Framework 3.5.1
[H | Microsoft Message Queue (MSMQ) Server
[H | Print and Document Services —
, Remnote Differential Compression
[] |, RIP Listener
[7] . Simple Network Management Protocol (SMIMP)
1 Simple TCPIP services (i.e. echo, daytime etc)
, Tablet PC Components
[] | Telnet Client -

| ok || cancel

8.2.2 Create an application pool
In Windows 7/2008 create an application pool. Named as PrintUsage or other names. Choose v4.0.
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Add Application Pool

Mame:

PrintlUsage

MET Framework version:

[.NEr Framework v4.0.30319

Managed pipeline mode:

’Integrated

Start application pool immediately

[

Cancel

The application pool, advanced settings.
NETWORKSERVICE. "Enable 32-bit applications" is set to true;ldentity is set to

NETWORKSERVICE.

Advanced Settings

B (General) ; i
MET Framework Yersion va.0
Enable 32-Bit Applications True I
Managed Pipeline Mode Integrated
Mame PrintUsage E
Queue Length 1000
Start Autormatically True
CPU A
Limnit 0
Lirnit Action Modction
Lirnit Interval (minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4294067295
Process Model
Identity NetworkService
Idle Time-out (minutes) 20
Load User Profile False
Maximurm Worker Processes 1
Ping Enabled True o7
(General)

Cancel
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8.2.3 Creating an application

Create a PrintUsage application in the default Web site. Figure

i w 4 T e i
Add Application » R

Here is the application
ool that created earlie

Site name:  Default Web Site
Path: i

Alias: Application pool:

PrintlsagePro DefaultbppPool
Example: sales . =
P QntUSagaPrn Avalon Directly =

Phys=ical path:
ChProgram Files (x86)\PrintUsageProt&valon [ l

Pass-through authentication

Connect as... ] ’ Test Settings... ]

Ok l I Cancel

L

8.2.4 Update Avalon access right

The Network service will full control permissions to Avalon directly

8.3 Use SQL SERVER 2005 as PRINTUSAGE Database Considerations

When use SQL Server 2005/2008 as the database and install model as distribution, It usually will cause
PrintUsage monitoring service cannot connect to the database, Use SQL Server 2005/2008 as PrintUsage
database, even with ODBC also cannot connect to the database, now, for example with Windows 2003 With SP1
+ SQL Server 2005 Developer Edition, using SQL Server 2005 database and distributed installation..

8.3.1 Set up the database for mixed authentication mode
Enable SQL Server Management Studio

Connect to the database server

Page 51 Total 57



@

PRINTUSAGEPro

Enterprise 4.0

http://www.printusagepro.com

Right-click on the database server, and select Properties (attributes), as shown in Figure

[ Database: Qf:tnnect...

[ Security Disconnect:

"3 Server ot Redister...

|_] Replication  pa St

[ Managenm

[ Motificatio  Start

£ 5QL Serve  Stop fisabled)

Pause
Resume
Restart

Click on Security (security), as shown in Figure::

Server Properties - 119.119.119.59 .

A General

S Script - L’_‘, Help

2 Memory

A Processors

Bgd S ccurity

A Connections

%A Database Settings
A Advanced

2 Permissions

Server.
119.119.119.59

Connection:
CHINANUS &AMty

2§ View connection properties

Server authentication

" Windows Suthentication mode

' SOL Server and Windows Authentication mode

Login auditing
" None
' Failed logins only
" Successful logins only

" Both failed and successful logins

Server proxy account

[~ Enable server proxy account

Prozy account: I

Password:

Ixmmm

Options

[~ Enable C2 audit tracing

[ Cross database ownership chaining

Select SQL Server and Windows Authentication mode;

8.3.2 Setting SQL Server port number

Usually if without making any changes, the port number is 1433, if the firewall is set, please open this
port. Setting SQL Server port number as follows steps:
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Open SQL Server Configuration Manager from the Start menu
Expand SQL Server 2005 Network Configuration

Display Protocols for MSSQLSERVER

‘@ SQL Server Configuration Manager {Local) | Protocol Name | Status
E SQL Server 2005 Services Y~ Shared Memary Enabled
=1+ &, SQL Server 2005 Network Configuration ¥~ Mamed Pipes Enabled
EF Protocols for MSSQLSERVER FTCRNIP Enabled
g SQL Native Client Configuration ¥vIA Disabled

Confirm the right of the TCP / IP is not disabled, if yes, to enable
Right-click on TCP / IP, select Properties

Select IP Addresses

TCP/IP Properties M

IF Addresses
S +
Active Yes i
Enabled Ma
IP Address feB0:a5a9:2b14:9b5:29c7%11  |=
TCP Dynamic Ports
TCP Port 1433
B 1p2 bl
Active Yes
Enabled Ma
IP Address 119.119113.2
TCP Dynamic Ports
TCP Port 1433
B
Active Yes
Enabled Ma
IP Address ul S
IP3
| oK || Ccancel Apply Help

Modify TCP Port: 1433

Click Ok and exit
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8.3.3 Enable TCP / IP network connection with the pipeline

Running SQL Server 2005 Surface Area Configuration from the Start menu.

5% SQL Server 2005 Surface Area Configuration N 1 = | D|5|

de/

SQL Server 2005

Help Protect Your SQL Server

Microsoft* Bl Wunzows Server System

Minimize SQL Server 2005 Surface Area
SOL Server 2005 improves manageability and security by giving administrators more control over the surface area of local
and remote instances of SOL Server 2005, With the SOL Server 2005 Surface Area Configuration tools, you can easily:

+ Disable unused services and network protocols for remote connections.
+ Disable unused features of SOL Server components.

For new installations, use these tools to enable required features, services, and network protocols that are disabled by
default. For upgraded instances, use these tools to identify and disable unused features, services, and protocols.

@ iAeadmore about configuring the SEL Server surfa

Configure Surface Area for localhost [change computer]

&
% Surface Area Configuration for Services and Connections

=
;—ﬁ" Surface Area Configuration for Features

Click Surface Area Configuration for Services and Connections

#f Surface Area Configuration for Services and Connections - localhost

) SQL Server 2005 Surface Area Configuration
&~ Help Protect Your SQL Server

protect your server by reducing the surface area. For default settings, see Help.

Select a component and then configure its services and connections:

Enable only the services and connection types used by your applications. Disabling unused services and connections heps

B [J MSSOLSERVER
= [J Database Engine
=+ Service

Disable this service unless your applications use it.

Remote Connections Service name: IMSSQLSEFWER
[ Analysis Services .
70 Display name: SOL Server MSSOLSERVER
‘:P) SOL Server Agent =spay ' { J
,“\% Full-Text Search Description: Plovide_s storage, processing gnd controlled access of data .‘_I
Integration Services and rapid transaction processing. ;l
[, SOL Server Browser
Startup type: IAutomatic LI
Service status: ]Hunning
Start | Stop Pause Besume

0K I Cancel I Apply I Help

Expand MSSQLSERVER-->Database Engine-->Remote Connections
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#f Surface Area Configuration for Services and Connections - localhost N x|

) SQL Server 2005 Surface Area Configuration
&~ Help Protect Your SQL Server

= [§ MSSOLSERVER
=l [ Database Engine
Service
= Remote Connections
[ Analysis Services
SOL Server Agent
3% Full-Text Search
2 Integration Services
Li SOL Server Browser

Enable only the services and connection types used by your applications. Disabling unused services and connections helps
protect your server by reducing the surface area. For default settings, see Help.

Select a component and then configure its services and connections:

View by Instance | View by Companent I

By default, SOL Server 2005 Express, Evaluation, and Developer editions allow local
client connections only. Enterprise, Standard, and Workgroup editions also listen for
remote client connections over TCP/IP. Use the options below to change the protocols
on which SOL Server listens for incoming client connections. TCP/IP is preferred over
named pipes because it requires fewer ports to be opened across the firewall.

" Local and remote connections
€ Using TER/P only
| Using namedipipes only
& [sing both TER/P and named pipes

[ ox ]

Cancel I Apply I Help |

Modify the default database connection, Modified Local Connections Only as Local and Remote
Connections, and choose Using Both TCP / IP and named Pipes.

#f Surface Area Configuration for Services and Connections - localhost

) SQL Server 2005 Surface Area Configuration

L/ Help Protect Your SQL Server

B [J MSSOLSERVER
= [ Database Engine
Service

Enable only the services and connection types used by your applications. Disabling unused services and connections heps
protect your server by reducing the surface area. For default settings, see Help.

Select a component and then configure its services and connections:

By default, SOL Server 2005 Express, Evaluation, and Developer editions allow local
client connections only. Enterprise, Standard, and Workgroup editions also listen for
remote client connections over TCP/IP. Use the options below to change the protocols

on which SOL Server listens for incoming client connections. TCP/IP is preferred over

* Remote Connections named pipes because it requires fewer ports to be opened across the firewall.

(4] Analysis Services
SOL Server Agent
2 Full-Text Search
“% Integration Services
|, SOL Server Browser

imE®

" Local connections only

l

' Local and remote connections
" Using TCPAP only
" IUsing named pipes only
& {ising both TCPAP and named pipes |

View by Instance | View by Component l

oK I Cancel Apply Help

Save and Exit

Note: Any of the above changes are needed to restart the SQL Server service.
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QL Server Active Directory Hel. ..

%Special Administration Console ...  Allows adm...
QL Server (MSSQLSERVER) Provides st. ..
Enables int...

Restart display highlighted services will be ok.

Manual
Automatic
Disabled

%SQL Server Agent (MSSQLSERY... Executesj... Manual
s%g)SQL Server Analysis Services (...  Supplies on... Started Automatic
%SQL Server Browser Provides S...  Started Automatic
%SQL Server FullText Search (MS... Quickly cre... Started Automatic
%SQL Server Integration Services  Provides m... Started Automatic
884501 Server Y55 Writer Provides th... Manual

Local System
Local System
Metwork S...
Local System
Local System
Local System
Local System
Metwork S...
Local Svstem

8.4 SQL SERVER Firewall Script

@echo ========= SQL Server Ports

@echo Enabling SQLServer default instance port 1433

Netsh firewall set portopening TCP 1433 "SQLServer"

@echo Enabling Dedicated Admin Connection port 1434

Netsh firewall set portopening TCP 1434 "SQL Admin Connection”
@echo Enabling conventional SQL Server Service Broker port 4022
Netsh firewall set portopening TCP 4022 "SQL Service Broker"
@echo Enabling Transact-SQL Debugger/RPC port 135

Netsh firewall set portopening TCP 135 "SQL Debugger/RPC"

@echo ========= Analysis Services Ports

@echo Enabling SSAS Default Instance port 2383
Netsh firewall set portopening TCP 2383 "Analysis Services"
@echo Enabling SQL Server Browser Service port 2382

Netsh firewall set portopening TCP 2382 "SQL Browser"

@echo ========= Misc Applications
@echo Enabling HTTP port 80

Netsh firewall set portopening TCP 80 "HTTP"
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@echo Enabling SSL port 443

Netsh firewall set portopening TCP 443 "SSL"

@echo Enabling port for SQL Server Browser Service's '‘Browse' Button

Netsh firewall set portopening UDP 1434 "SQL Browser"

@echo Allowing multicast broadcast response on UDP (Browser Service Enumerations OK)

Netsh firewall set multicastbroadcastresponse ENABLE

8.5 Enable Windows account print method
1,By default,XP disabled Guest accounts.

2,By default, XP local security policy prohibits Guest user from the network access.

3,By default, the local security policy of XP - > security options, "account; use an empty password users
"only console login" is enabled, that is to say, any account empty password cannot be accessed from the
network only local login, the Guest password default as empty .

So, if user needs to use the Guest user access XP, need to set the above three Settings: enable Guest,
modify the security policy to allow Guest from the network access, disable 3 security policies or add a password
to Guest.

Sometimes meet another another situation: access XP, the user name login dialog is grey, is always a
Guest user, cannot enter the other user account.

Reason is that it's security policy(Administrative tools - > local security policy - > security options - >
"Internet access: local account sharing and safe mode).By default, Windows XP access is a "Guest" only
way, then user visit it, of course, is fixed for the Guest cannot enter a different user account

"Account: use an empty password users "only console login" is enabled
Network access: Local account sharing and safe mode classic- local users with their own
authentication

8.6 How to open the SQL Server Express open SA landing permissions

No SSMS environment.
Open the registry regedit

HKEY_LOCAL_MACHINE\Software\Microsoft\Microsoft SQL Server\MSSQL.1
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The key value: LoginMode
1 Change to 2 enters the following command in the command line.

Sglemd -E -S\< Instance name > -d master
ALTER LOGIN sa ENABLE

ALTER LOGIN sa WITH PASSWORD ="
Go
Open 1433 TCP, This will not give a screenshot.

Restart the SQL server service
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